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bitFlyer Introduces "Cooldown" to Help Prevent Crypto Asset Fraud 

 
bitFlyer, Inc. (Head office: Minato-ku, Tokyo; Representative Director: Yuzo Kano; 

hereinafter "bitFlyer") will introduce "Cooldown," a new measure to help prevent fraud and 

illicit transfers of funds. Further information follows below. 

 
 

 

What is Cooldown? 

When an individual customer deposits Japanese yen within 90 days of completing identity 

verification, the 48 hours following the deposit are designated as a "Cooldown period." 

During this period, certain restrictions apply when sending crypto assets to external 

addresses. 

If a customer makes multiple deposits, a separate 48-hour Cooldown period applies from the 

time of each deposit. The Cooldown periods end in turn as each deposit reaches the 48 hour-

mark. 

Not all crypto asset transfers are restricted during a Cooldown period. The amount available 

to send can be checked on the crypto sending screen. 

Customers do not need to take any action in connection with Cooldown. 

 

 

Background 

bitFlyer continually works to prevent fraud and illicit transfers of funds so that customers 

can use its services with confidence.  

As part of this work, the crypto sending screen explicitly states that bitFlyer will never ask 

customers to send crypto assets. bitFlyer also urges customers to be cautious if anyone asks 



 

them to do so, especially someone claiming to represent bitFlyer or someone they met 

through social media, dating apps, investment groups, or similar channels.  

Building on these measures, bitFlyer is introducing Cooldown to further prevent losses from 

fraudulent crypto asset transfers. 

 

 

Start Date 

Thursday, October 15th, 2026 

 

 

Eligible Customers 

Individual customers within 90 days of completing identity verification 

This includes customers who opened their accounts before Cooldown was introduced, 

provided they are still within 90 days of completing identity verification. 

Cooldown no longer applies once this 90-day period has ended. 

 

 

What Cooldown Restricts 

A Cooldown period applies for 48 hours after each Japanese yen deposit. During this period, 

crypto assets equivalent in value to the following amount cannot be sent to external 

addresses: the total Japanese yen deposited within the past 48 hours (excluding fees), minus 

JPY 100,000. 

If total deposits within 48 hours are JPY 100,000 or less, no restriction applies. 

Funds deposited via Quick Deposit are excluded from Cooldown, as a separate seven-day 

sending restriction already applies to them. 

 

 

What Cooldown Does Not Restrict 

Cooldown does not restrict any of the following: 

• Depositing and withdrawing Japanese yen 

• Buying and selling crypto assets 

• Holding and receiving crypto assets 

 

 

How to Check Your Status 

Eligible customers can check their Cooldown period and the amount of crypto assets 

available to send on the bitFlyer app and website. 

• Crypto sending screen: Shows that a Cooldown period is in effect, along with the 

amount available to send 

• Deposit and withdrawal history screen: Applicable Japanese yen deposits are labeled 

as "In Cooldown" 

• Japanese yen deposit details screen: Shows when the “Crypto Transfer Restriction 

Ends" 

 

 



 

Important Notes 

• The amount available to send may vary depending on each customer's holdings and 

other factors. Please check the crypto sending screen for the latest amount available 

to send. 

 

App screens 

 



 

Website screens 

 

 

 

bitFlyer will never ask you to send crypto. Any transfer request from someone claiming to be 

bitFlyer is a scam. Be cautious of such requests made through social media, dating apps, 

investment groups, or similar channels. 

bitFlyer remains committed to providing a safe and secure environment for all customers. 

 



 

 

 

 

About the bitFlyer Group  

The bitFlyer Group began operations in Japan in 2014 with the mission to "Simplify the 

World with Blockchain." Having ranked No.1* in Bitcoin trading volume in Japan for ten 

consecutive years, the Group is one of Japan's leading exchanges by crypto asset trading 

volume, and today operates on a global scale, with hubs in Japan, the United States, and 

Europe.  

bitFlyer Holdings, Inc. oversees the Group's overall management strategy and governance. 

With safety and reliability as its top priorities, it works to advance the sound development 

of the market and create new financial infrastructure.  

In its core crypto asset exchange business, the Group provides bitFlyer, an exchange that 

makes buying and selling crypto assets simple for everyone. Alongside beginner-friendly 

services, it also offers advanced trading tools for professional traders, meeting a wide range 

of needs.  

At bitFlyer Blockchain, Inc., new technologies are built on Miyabi, its proprietary high-

performance blockchain, to support diverse use cases across the financial and industrial 

sectors. Custodiem, Inc. is working toward launching a crypto custody business for 

institutional investors and businesses, drawing on the operational expertise and advanced 

security technology built up over years in the crypto asset exchange business.  

The bitFlyer Group will continue to leverage the strengths of its Group companies to build 

a sound market grounded in safety and reliability and to establish new financial 

infrastructure.  

Official website: https://bitflyer.com  

* Based on data published by the JVCEA and other companies, compiled by bitFlyer (annual trading volume, 

including contract for difference (CFD) and futures trading, from 2016 to 2025). 

Disclaimer (Please read carefully): 

- Crypto assets are not legal tender and may be used to settle a payment only if the person receiving the 

payment agrees. 

- The price of crypto assets may fluctuate due to changes in the balance of supply and demand and other factors, 

which may result in losses. 

- Fees and other charges may apply to crypto asset and related transactions. For details on fees and other 

charges, see this page. 

- To engage in over-the-counter crypto asset derivative transactions, you must provide a margin deposit. For 

details on the required margin deposit, its calculation method, the applicable margin rate, and other margin-

related information, see this page. 

- Over-the-counter crypto asset derivative transactions let you trade amounts exceeding your margin deposit 

with a small amount of funds. However, rapid price fluctuations of crypto assets and other factors may cause 

losses exceeding your margin deposit within a short period. 

- In over-the-counter crypto asset derivative transactions, factors such as sudden price movements or the 

execution of a loss-cut may result in a trade being executed at a price or under conditions different from those 

you anticipated at the time of your order, or may result in a trade not being executed at all. 

- Before trading, be sure to thoroughly review our pre-contract disclosure documents and related materials. 

 

bitFlyer, Inc. 

Financial Instruments Business Operator: Director-General of Kanto Local Finance Bureau (FIBO) No. 3294 

Crypto Asset Exchange Service Provider: Director-General of Kanto Local Finance Bureau No. 00003 / Member 

of the Japan Virtual and Crypto assets Exchange Association (JVCEA) 

Media Inquiries 

PR team, bitFlyer, Inc. 

Midtown Tower, 9-7-1 Akasaka, Minato-ku, Tokyo 107-6230 

HP: https://bitflyer.com Contact: https://bitflyer.com/en-jp/Contact 
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